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Modbus TCP to Restful API

Modbus TCP to API is a lIs service to convert the Modus TCP to RESTful APl where can IT team can access the
industrial devices and also to add security for accessing the 10T devise based on username and password.

Aocess layer
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SCADA Client
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1. System Requirements
Operating System Requirements:

— Windows Server 2012
— Windows Server 2019
— Windows Server 2022
—  Windows 10
—  Windows 11

2. Installation steps
2.1.Install IIS on the windows server or on window professional.

2.1.1. Install IIS on the windows server.

1. Open Server Manager.

2. Under Manage menu, select Add Roles and Features:

[ Server Manager = I:'-
«« Dashboard -@ | I'A

i Dashboard ROLES AND SERVER GROUPS

- Roles: 1 | Servergroups: 1 | Servers total: 1
B Local Server

All Servers g File and Storage :
Fi

Manage Tools View Help

| Add Roles and Features |

Remove Roles and Features

Add Servers

Create Server Group

. Server Manager Properties
Services - ;

@ Manageability

Events

le and Storage Services P

Performance

BPA results

Manageability
Events

Services

Performance
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3. Select Role-based or Feature-based Installation:

DESTIMATION SERVER

Select installation type WINZT2DENCS

Before You Begin Seleq the installation t_vp-e‘f’ou can ins!z:ll roles and features on a running physical computer or virtual
maching, or on an offline virtual hard disk (VHD).
Installatio
® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selaction

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

www.AutonexlOT.com
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4. Select the appropriate server (local is selected by default), as shown below:

Select destination server

Before You Begin
Installation Type

Server Roles

Features

DESTIMATION SERVER
WIN2012DEMOS

Select a server or a virtual hard disk on which to install roles and features.

(@) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter:

MName IP Address

WIN2012DEMOS 10.121.75.243

Operating System

I

Microsoft Windows Server 2012 Release Candidate Stan|

<]

n [>

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data

collection is still incomplete are not shown.

<Previous | | Net> | | Install | [ Cancel
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5. Select Web Server (l1IS):

Select server roles

Before You Begin
Installation Type

Server Selaction

Features
Web Server Role {1IS)
Role Services

Confirmation

AUTON E@

Select one or more roles to install on the selected server.

Roles

[] Active Directory Rights Management Services
[[] Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

[=] File And Storage Services (Installed)
[] Hyper-v

[[] Metwork Policy and Access Services
[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[] veolume Activation Services

Web Server (|IS)

[[] Windows Deployment Services

[[] Windows Server Update Services

W

DESTIMATION SERVER
WIN2012DEMOS

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

< Previous. | | Mext > |
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6. No additional features are needed for IIS, so click Next:

DESTIMATION SERVER

Select features WINZ012DEMOS

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

erver Selection B .
b [E] .MET Framewark 3.5 Features (Installed) NET Framew_'crk 43 va.ldes 2
comprehensive and consistent

EAE IR NET Framework 4.5 Features (Installed) programming model for quickly and

I [] Background Intelligent Transfer Service (BITS) easily building and running

Web Server Role {1IS) BitLocker Drive E £ applications that are built for various
L BitLocker Drive Encryption platforms including desktop PCs,

Servers, smart phones and the public

Role Services [] BitLocker Metwaork Unlock
Confirmation [[] BranchCache and private cloud.
[] Client for NFS
[] Data Center EBridging
[[] Enhanced Storage
[] Failaver Clustering
[ Group Policy Management
[] Ink and Handwriting Services
[] Internet Printing Client
[ Ip Address Management (IPAM) Server

— e - -

<]
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7. Click Next:

Web Server Role (lIS) e o

Before You Begin Web servers are computers that let you share information over the Internet, or through intranets and
extranets, The Web Server role includes Internet Information Services (lI5) 8.0 with enhanced security,
Installation Type diagnostic and administration, a unified Web platform that integrates 115 8.0, ASP.NET, and Windaows

S G eaiTn Communication Foundation.

Server Roles T e

Features
* Using Windows System Resource Manager (WSRM]) can help ensure equitable servicing of Web

server traffic, especially when there are multiple roles on this computer.

Raole Services * The default installation for the Web Server (II5) role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP

Confirmation errors), monitor and leg server activity, and configure static centent compression,

Maore information about Web Server IIS

< Previous | [ Next»> |
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8. Customize your installation of IS, or accept the default settings that have already been selected for
ou, and then click Next:

DESTINATION SERVER

Select role services WINIO12DEMOS

Before You Begin Select the role services to install for Web Server (1IS)

Installation Type Role services

Server Selection Web Server Web Server provides support for
Server Roles ‘ e HTML Web sites and optional

4 Common HTTP Features support for ASP.MET, ASP, and Web
Features Diefault Document server extensions. You can use the

9 Dy v e

HTTP Errors environment for developers to

Confirmation Static Content create Web-based applications.
HTTF Redirection
WebDAV Publishing

4 Health and Diagnostics
HTTP Lagging
Custom Logging
Logging Tecls
ODBC Logging
Request Menitor

—_—

www.AutonexlOT.com
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9. Click Install:

DESTIMATION SERVER

Confirm installation selections WINZO12DEMOS

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type

Server Selacticn Opticnal features (such as administraticn tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
Server Roles their check boxes.

Features

Web Server Role (IIS) .NET Framework 4.5 Features

. ASP.MET 4.5
Role Services

Web Server (lIS)
Web Server
Common HTTP Features
Static Content

Default Docurnent

Conrfirr

Directory Browsing
HTTE Errors
HTTP Redirection

ETTRCI T N L

Export configuration settings
Specify an alternate source path

www.AutonexlOT.com
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10. When the IS installation completes, the wizard reflects the installation status:

Installation prog ress DESTINATION SERVER

WINZ012DEMOS
View installation progress

o Feature installation

Installation succeeded on WIN2012DEMOS.

MET Framewark 4.5 Features
ASP.MNET 4.5
Web Server (lI5)
Web Server
Commaon HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

HTTP Redirectiocn
WebDAV Publishing

You can close this wizard without interrupting running tasks. View task progress or open this

page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings.

< Previous | | Next > | | Close | | Cancel

11. Click Close to exit the wizard.

www.AutonexlOT.com
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2.1.2. install 1IS on Windows 10

Open the Control Panel and click on "Programs."

Click on "Turn Windows features on or off."
Scroll down and find "Internet Information Services" and check the box.
Click on "OK" and wait for the installation to complete.

Once the installation is finished, open your web browser and type "localhost" to verify that IIS is running.

By following these steps, you can easily install IS on Windows 10 and start hosting your websites.

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its check bowx. 4 filled box means that
only part of the feature is turned on.

[#] . Internet Explorer 11
o Bk
[] ) FTP Server
= Ell- Web Management Tools
[] .. 156 Management Compatibility
[#] . IS Management Consaole
[ ] .. lI5sManagement Scripts and Tools
j_. 15 Management Service
= [=] | World Wide Web Services
Elj_. Application Development Features
[#] . Common HTTP Features
[w] | Health and Diagnostics
[w] . Performance Features

[#] . Security

www.AutonexlOT.com
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2.1.3. Setup .Net core

You can download the two packages from the following links or can be found in the prerequisite folder in the
setup package

1- Download the .net 8 hosting bundle
https://dotnet.microsoft.com/permalink/dotnetcore-current-windows-runtime-bundle-installer
2- .NET 8.0 Desktop Runtime (v8.0.8) x64 to be installed and can be downloaded from the following link:

https://download.visualstudio.microsoft.com/download/pr/27bcdd70-ce64-4049-ba24-
2b14f9267729/d4a435e55182ce5424a7204c2cf2b3ea/windowsdesktop-runtime-8.0.11-win-x64.exe

www.AutonexlOT.com
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3. Application Overview

Authentication configuration Deploy new Modbus to API service

X @

@ Modbus APl Gateway By 10T Dots

User Name : | [T ———
password - | T

Site Name Status

Demol Running

Running

Start Rest API Stop Rest API | Check API Status

Side Menu Area Configured RESTful APIs Area and control

www.AutonexlOT.com
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Minimize windows - Close window (program not closed)

@ Modbus APl Gateway By I1OT Dots

site Name : [N
Add and Deploy RestAPI
Port

Demol Running

Running

When the window closed the application will be minimized in the notification menu

www.AutonexlOT.com
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By write click on it, you can close the program or show its faceplate

www.AutonexlOT.com
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4. Quick Start up

Step 1: Retrieve the default authentication credentials. You may change them if required; however, Windows OS
must be restarted for the new username and password to take effect. The default credentials are
Admin/password.

x = -@ Modbus APl Gateway By 10T Dots

User Name:

Site Name : [
Port ;[

Add and Deploy RestAPI

Site Name Status

www.AutonexlOT.com
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Step 2:Add new Restful APl service with the required port and deploy it if the Port used before a warning message
will be shown, you can deploy as many services as required , but each one must configured on different port and
this give flexibility to distribute the load if you have high load or multiple Modbus connections and need to
distribute the load.

x = @ Modbus API Gateway By 10T Dots

Site Name - I
Port

Add and Deploy RestAP|

Site Name Status

Start Rest API Stop Rest API Check AP| Status

Step 3:After adding the service, it should be running and you can add many RESTful APIs to distribute the load

x = @ Modbus APl Gateway By 11OT Dots

LY e name : Z——
Port  :

IGE

Demo1

Add and Deploy RestAPI

Start Rest API Stop Rest API Check AP| Status

www.AutonexIOT.com
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Step4 :You can verify the connection using postman using the shared collection in the support field , while the
baseURL is the ip address of the workstation or server where the Restful APl services have been deployed.

2 My Workspace New Import Overview Getting started Modbus Restful AP GET /Modbus/ReadHoldingR ® ~ [ Noenvironment v
wj + | = fricd /Modbus/ReadHaldingRegisters () save v Share
‘ollections
~ Modbus Restful API
= v [ Modbus GET v ({baselrl)} /Modbus/ReadHoldingRegisters?ipAddress=192.168.0.108&Por = 50285 aveld=18StartAddress=08NumberOfPoints=30 Send v
vironments
v [ ReadHoldingRegist
SJEeliE i S Paramss  Authorization  Headers (8)  Body  Scripts  Settings Cookies
> o7 /Modbus/ReadHoldingRegi... PLC IP address
History Query Params
> [ ReadFloatHoldingRegisters
8 e Val Desc: ~  Bulk Edit
o > [ ReadDoublHoldingRegisters & ey e / esaription
it
> [ ReadLongHoldingRegisters IpAddress 192.168.0.109 (Required)
> 3 Readinputs Part 502
> [ ReadCoils Slaveld 1
» [ WriteHoldingRegister
B3 WrksHoldingRegistars Startaddress 0
>
NumberOfPoints 30
>
> [ WriteLongHoldingRegisters
> B9 writeCoils Body Cookies Headers (4) Test Results 2000k - 2005 - 2328 - ) ES) Save Response o=
Pretty  Raw Preview Visualize JSON v © Q

Another method is by opening the swagger link from web browser as the following and to use the configured IP
address

http://localhost:8091/swagger/index.html

wagger/indexhtml &M 1 ® -

Modbus Restful AP| @ &=

hitp:/floca aggeriv1/swagger jso
Authorize g
Modbus ~
ﬂ /Modbus/ReadHoldingRegisters v B
BESAN /modbus/ReadFloatHoldingRegisters v e
m /Modbus/ReadDoublHoldingRegisters v B
m /Modbus/ReadLongHoldingRegisters v B
/Modbus/ReadInputs v B
G /Modbus fReadcoils v a

www.AutonexlOT.com
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you have to authorize first before using it.

Available authorizations

basic (http, Basic)

Rasic Authorization header using the Bearer scheme

Usermname:
Admin

Password:

www.AutonexlOT.com
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5. Program Activation
To able to have more than 10 request , you will need to activate the program, by sending the machine ID to:

sales@autonexiot.com

Modbus API - Convert Legacy Modbus TCP to Restful API

Machine ID

p——

Activated

After getting the activation code , you can add it and activate the program

Camera HTTP server - convert RTSP to HTTP v0.0

Not Activated (Limied for 3 cameras)

The IIS service need to be restarted after activation.

www.AutonexlOT.com
22 |Page



http://www.autonexiot.com/
mailto:sales@autonexiot.com

AUTON E@

E Internet Information Services (IIS) Manager — O b
& = 83 WIN-ITTMLFTQQQ2 » EEhe-
File View Help
T @) WIN-17TMLFTQQQ2 Home
-3 Start Page =
.63 WIN-17TMLFTO02 (WIN-17 Filter: ¥ Go - Gl Show All | Group by: Area
s -
N = —_— P = _—
ﬁ ‘3 o u I'D :L;‘;] View Application Pools
Authentic... Compression  Default Directory  ErrorPages  Handler HTTP HTTP Logging View Sites
Document  Browsing Mappings  Redirect Respon... Change .NET Framework
~ = " Version
= o a= =) e e
= Q"-ﬂ e = L &?‘ @ GetNew Web Platiorm
MIME Types  Modules Output Request Server ‘Worker Components
Caching Filtering Certificates  Processes o Help
~
Configurat..  Feature IS Manag 1S Manager Manag Shared
Editor Delegation Permissions Users Service  Configurat...
< > =] Features View af; Content View
Ready 94

www.AutonexlOT.com
23 |Page



http://www.autonexiot.com/

AUTON E@

6. APl Guide

The API allows interaction with Modbus holding registers, supporting different types of data such as standard
integers, floating-point numbers, and double-precision floating-point numbers. Below is a description of each
endpoint and how to use them:

{ {baseUrl}}: Mean the IP address of the Workstation/Server where the restful API service running.

6.1.1. ReadHoldingRegisters

This endpoint reads standard integer holding registers.
Endpoint:

e  Query-Based:

GET{ {baseUrl}}/Modbus/ReadHoldingRegisters?IpAddress=127.0.0.1&Port=502&Slave
Id=1&StartAddress=0&NumberOfPoints=10

o RESTful Example:

GET {{baseUrl}}/Modbus/ReadHoldingRegisters/127.0.0.1/502/1/0/10

Parameters:

e IpAddress: P address of the Modbus server.

e Port: Modbus server port (default: 502).

e SlaveId:ID of the slave device.

e StartAddress: Address to start reading from.
e NumberOfPoints: Number of registers to read.

Output Example :
{
"status": "success",
"data": {
"IpAddress": "127.0.0.1",

"Port": 502,

"SlaveId": 1,

"StartAddress": 0,

"Registers": [1001, 1002, 1003, 1004, 1005, 1006, 1007, 1008, 1009, 1010]

www.AutonexlOT.com
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6.1.2. ReadFloatHoldingRegisters

This endpoint reads floating-point numbers from the holding registers.

Endpoint:

e Query-Based:

GET{ {baseUrl}}/Modbus/ReadFloatHoldingRegisters?IpAddress=127.0.0.1&Port=502¢&
SlavelId=1l&StartAddress=10&NumberOfPoints=4&FloatReversed=false

e  RESTful Example:

GET{ {baseUrl}}/Modbus/ReadFloatHoldingRegisters/127.0.0.1/502/1/10/4/false

Parameters:

e IpAddress: IP address of the Modbus server.

e Port: Modbus server port.

e SlaveId:ID of the slave device.

e StartAddress: Address to start reading from.

e NumberOfPoints: Number of registers to read.
e FloatReversed: Whether float data is reversed.

Output Example:
{
"status": "success",
"data": {
"IpAddress": "127.0.0.1",

"Port": 502,

"SlaveId": 1,

"StartAddress": 10,

"FloatValues": [12.34, 56.78, 90.12, 34

.56]

www.AutonexlOT.com
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6.1.3. ReadDoublHoldingRegisters

This endpoint reads double-precision floating-point numbers from the holding registers.
Endpoint:

e Query-Based:

GET{ {baseUrl}}/Modbus/ReadDoublHoldingRegisters?IpAddress=127.0.0.1&Port=502¢&
SlavelId=1l&StartAddress=20&NumberOfPoints=1&DoubletReversed=false

e  RESTful Example:

GET {{baseUrl}}/Modbus/ReadDoublHoldingRegisters/127.0.0.1/502/1/20/1/false
Parameters:

e IpAddress: IP address of the Modbus server.

e Port: Modbus server port.

e SlaveId:ID of the slave device.

e StartAddress: Address to start reading from.

e NumberOfPoints: Number of registers to read.

e DoubletReversed: Whether double data is reversed.

Output Example:
{
"status": "success",
"data": {
"IpAddress": "127.0.0.1",

"Port": 502,

"SlaveId": 1,

"StartAddress": 20,
"DoubleValues": [1234567.8901]

www.AutonexlOT.com
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6.1.4. ReadlLongHoldingRegisters

This endpoint retrieves long integers (64-bit) from the Modbus holding registers.
Endpoint:

e Query-Based:

GET
{{baseUrl}}/Modbus/ReadlLongHoldingRegisters?IpAddress=127.0.0.1&Port=502&Slav
eId=l&StartAddress=40&NumberOfPoints=4&LongReversed=false

e  RESTful Example:

GET {{baseUrl}}/Modbus/ReadLongHoldingRegisters/127.0.0.1/502/1/40/4/false
Parameters:

e IpAddress: IP address of the Modbus server.

e Port: Modbus server port.

e SlaveId:ID of the slave device.

e StartAddress: Address to start reading from.

e NumberOfPoints: Number of registers to read.

e LongReversed: Whether the byte order of long values is reversed.

Output Example:
{
"status": "success",
"data": {
"IpAddress": "127.0.0.1",
"Port": 502,

"SlaveId": 1,
"StartAddress": 40,
"LongValues": [123456789012345, 987654321098765, 456789012345678,
789012345678901]
}
}

www.AutonexlOT.com
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6.1.5. Readlnputs

This endpoint reads input states (Boolean values) from the Modbus input registers.

Endpoint:

Query-Based:

GET

{{baseUrl}}/Modbus/ReadInputs?IpAddress=127.0.0.1&Port=502&Slaveld=1&StartAdd

ress=0&NumberOfPoints=100

RESTful Example:

GET {{baseUrl}}/Modbus/ReadInputs/127.0.0.1/502/1/0/100

Parameters:

IpAddress: IP address of the Modbus server.
Port: Modbus server port.

SlavelId: ID of the slave device.
StartAddress: Address to start reading from.
NumberOfPoints: Number of inputs to read.

Output Example:
{
"status": "success",
"data": {
"IpAddress": "127.0.0.1",
"Port": 502,

false,

}

}

"SlaveId": 1,
"StartAddress": 0,
"InputStates": [true,
true]

false, true, true,

false,

true,

false,

true, false, true,

www.AutonexlOT.com
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6.1.6. WriteHoldingRegisters

This endpoint writes integer values to Modbus holding registers.

Endpoint:

e Query-Based (not applicable for POST).
e  RESTful Example:

POST {{baseUrl}}/Modbus/WriteHoldingRegisters

Request Body:

{
"ipAddress": "127.0.0.1",
"port": 502,
"slaveId": 1,
"startAddress": 5,
"values": [100, 200, 400]

Headers:
e Content-Type: application/json
Output Example:

{
"status": "success",
"message": "Values written successfully",
"data": {
"ipAddress": "127.0.0.1",
"port": 502,
"slaveId": 1,
"startAddress": 5,
"writtenValues": [100, 200, 400]

www.AutonexlOT.com
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6.1.7. WriteFloatHoldingRegisters

This endpoint writes floating-point values to Modbus holding registers.
Endpoint:

e Query-Based (not applicable for POST).
e  RESTful Example:

POST {{baseUrl}}/Modbus/WriteFloatHoldingRegisters

Request Body:

"ipAddress": "127.0.0.1",
"port": 502,

"slaveId": 1,
"startAddress": 10,
"values": [4.55, 3.55],
"floatReversed": false

Headers:

e Content-Type: application/json

Output Example:
{
"status": "success",
"message": "Float values written successfully",
"data": {
"ipAddress": "127.0.0.1",

"port": 502,

"slaveId": 1,

"startAddress": 10,
"writtenValues": [4.55, 3.557,
"floatReversed": false

www.AutonexlOT.com
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6.1.8. WriteDoubleHoldingRegisters

This endpoint writes double values to Modbus holding registers.
Endpoint:
e  RESTful Example:

POST {{baseUrl}}/Modbus/WriteDoubleHoldingRegisters

Request Body:

"ipAddress": "127.0.0.1",
"port": 502,

"slaveId": 1,

"startAddress": 20,

"values": [55555, 6666, 9997,
"doubleReversed": false

Headers:
e Content-Type: application/json

Output Example:

"status": "success",
"message": "Double values written successfully",
"data": {
"ipAddress": "127.0.0.1",
"port": 502,
"slaveId": 1,
"startAddress": 20,
"writtenValues": [55555, 6666, 9997,
"doubleReversed": false
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6.1.9. WriteLongHoldingRegisters

This endpoint writes long values to Modbus holding registers.
Endpoint:
e  RESTful Example:

POST {{baseUrl}}/Modbus/WriteLongHoldingRegisters

Request Body:

"ipAddress": "127.0.0.1",
"port": 502,

"slaveId": 1,
"startAddress": 40,
"values": [50, 607,
"longReversed": true

Headers:
e Content-Type: application/json

Output Example:

"status": "success",
"message": "Long values written successfully",
"data": {

"ipAddress": "127.0.0.1",

"port": 502,

"slaveId": 1,

"startAddress": 40,

"writtenValues": [50, 607,

"longReversed": true
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6.1.10. WriteCoils

This endpoint writes boolean values to Modbus coils.
Endpoint:
e  RESTful Example:

POST {{baseUrl}}/Modbus/WriteCoils

Request Body:

"ipAddress": "127.0.0.1",

"port": 502,

"slaveId": 1,

"startAddress": 0,

"values": [true, true, false, true]

Headers:
e Content-Type: application/json

Output Example:

"status": "success",
"message": "Coil values written successfully",
"data": {

"ipAddress": "127.0.0.1",

"port": 502,

"slaveId": 1,

"startAddress": 0,

"writtenValues": [true, true, false, true]
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6.1.11. General Notes:

Replace { {baseUrl}} with the base URL of the API service.
Provide valid credentials in the Authorization header.
Use appropriate query parameters to customize the request according to your Modbus configuration.
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